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From:  Jillian Johnson 

  Committee on Information Technology 

Date:   February XX, 2023 

Subject:  Annual Surveillance Report Summary, Analysis and Resolution 

In compliance with Section 19B.6 of the City and County of San Francisco, the Committee 
on Information Technology is pleased to submit Annual Surveillance Reports for the 
following technologies and from the following departments to the Board of Supervisors: 

• Automated License Plate Readers 
o Airport 
o Department of Public Works 
o Department of Recreation and Parks 

• Drones 
o Fire Department 
o Department of Technology 
o Port 
o Public Utilities Commission 
o Department of Public Works 
o Department of Recreation and Parks 

• Radio Frequency Identification (RFID) Circulation and Security Gate System 
o Public Library 

• Security Cameras 
o Airport 
o Arts Commission 
o Asian Art Museum 
o Child Support Services 
o City Administrator’s Office – Real Estate Division 
o Department of Emergency Management 
o Fire Department 
o Department of Homelessness and Supportive Housing 
o Department of Human Resources 
o Human Services Agency 
o Municipal Transportation Agency 
o Port 
o Department of Public Health 
o Public Library 
o Public Utilities Commission 
o Department of Recreation and Parks 
o Rent Arbitration Board 
o Department of Technology 
o War Memorial Department 



  

 

On behalf of the departments listed above, the Committee on Information Technology 
(COIT) is submitting a summary of each Report and a resolution to accept all reports listed. 
Individual reports can be found attached and on COIT’s website at 
https://sf.gov/resource/2022/annual-surveillance-report-inventory.  

 

The following sections provide more detail on the departments seeking Board of 
Supervisors acceptance for the resolution for their annual surveillance reports, and the 
COIT-recommended course of action. 

If you have questions on the report process, please direct questions to Jillian Johnson, 
Director of the Committee on Information Technology (COIT). 
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Annual Surveillance Report Summary 

Reports with no major changes 

The Annual Surveillance Report submitted for the following Departments for the associated 
surveillance technology policies reported no proposed changes to their approved 
surveillance technology policy and reported no complaints or violations.   

 

Department Technology 

Airport Automated License Plate Readers (ALPR) 

Public Works Automated License Plate Readers (ALPR) 

Fire Department Drones 

Technology Drones 

Port Drones 

Public Works Drones 

Airport Security Cameras 

Child Support Services Security Cameras 

Emergency Management Security Cameras 

Fire Department Security Cameras 

Homelessness and Supportive Housing Security Cameras 

Municipal Transportation Agency Security Cameras 

Public Health Security Cameras 

Rent Arbitration Board Security Cameras 

 

 

 

 

 

 

 

 

 

 

 



  

 

 

 

 

Reports indicating a change to policy 

There were notable changes to the authorized use cases, authorized job titles or in the 
replacement, addition, or cessation of technology provided in the Annual Surveillance 
Report for the following Departments and associated technologies.  

 

Automated License Plate Readers (ALPR) 

Department Notable Changes 

Recreation and 
Parks 

The department added two authorized job titles including Chief 
Park Ranger (0951) and Deputy Chief Park Ranger number 
(0922), because the department recently established these 
positions to lead the Park Ranger Division. 

 

Drones 

Department Notable Changes 

Public Utilities 
Commission 

The department provided an updated list of job titles which would 
have access to the data captured by the technology. The 
department updated its list of authorized job titles to include the 
following: 

• 1770 Photographer 

• 1774 Head Photographer 

• 5241 Engineer 

• 5203 Assistant Engineer 

• 5211 Senior Engineer 

• 5212 Principal Engineer 

• 5508 Project Manager IV 

• 5201 Jr. Engineer 

• 5130 Sewage Treatment Plant Superintendent 

• 0943 Manager VIII 

• 1824 Principal Admin Analyst 

• 7252 Chief Stationary Engineer, Sewage Plant 

• 0942 Manager VII 

• 5506 Project Manager III 

• 0933 Manager V 

• 1844 Senior Management Assistant 

• 6319 Senior Construction Inspector 

• 0955 Deputy Director V 

• 0941 Manager VI 

• 0932 Manager IV 

• 1446 Secretary II 



  

 

Additionally, the department noted that, although it only owns one 
drone and has not had to replace that it, it has access to the data 
from nine different models of drones used by its contractors, 
Multivista and Minilab Factory LLC. 

Recreation and 
Parks 

The department reported that they will use a third-party contractor 
to conduct drone surveys in the future. 

 

Radio Frequency Identification (RFID) Circulation and Security Gate 
System 

Department Notable Changes 

Public Library The department requested to strike the name “Michael Liang” 
from the policy, so that the authorized job title will be listed as 
“Chief Information Officer” only. 

 

Security Cameras 

Department Notable Changes 

Arts Commission The department submitted an updated list of authorized job titles 
as a more accurate list of staff that would be involved in the case 
of a security incident and because the Commission secretary was 
no longer in an office administrative role. These are the 
authorized job titles: 

• Deputy Director of Finance and Administration (0951) 

• Deputy Director of Programs (0923) 

• Director of Community Investments (0922) 

• Capital Program Manager (1823) 

• Office/Operations Manager (1842) 

• Director of Galleries and Public Programs (0922) 



  

 

The department also reported that one of their cameras has 
ceased operating in the San Francisco Arts Commission Main 
Gallery. 

Asian Art Museum A total of five cameras were replaced, four along the museum 
perimeter and one in the museum gallery. Because of this, five 
cameras were also taken out of service in those locations. 

City Administrator’s 
Office – Real Estate 
Division 

One manager position in the department was added to the list of 
authorized job titles, which is currently as follows: 

• 1777 Media Security Systems Specialist 

• 1781 Media Security Systems Supervisor 

• 0922 Media Security Systems Manager 

Additionally, 20 cameras owned by the department reached end 
of life and were replaced. Three additional cameras were added 
at the Animal Care and Control facility managed by the 
department. 

Human Resources The department noted that the same staff members are have 
access to the data but one of the staff members was promoted to 
the 1043 job class from the 1042 job class. 

Human Services 
Agency 

The department noted that they replaced 43 cameras which 
reached end of life and added 13 additional cameras. 
Additionally, the department purchased and implemented a video 
management software. 

Port The department noted that the Deputy Director of Maintenance 
should be added to the authorized job titles list. 

Public Library The department provided an updated list of authorized job titles 
because of staffing changes within the department security 
division: 

• 8207 Grounds and Patrol Officers (26.5 FTE) 

• 8211 Ground and Patrol Supervisors (3 FTE) 

• 1822 Administrative Analyst 

• 0923 Manager of Security Operations and Emergency 
Planning 

• 0932 Director of Facilities 

• 0953 Chief Operating Officer 

• 0964 City Librarian 

Public Utilities 
Commission 

The department added job titles for sheriff personnel and critical 
infrastructure-related staff. 

The department added an updated list of authorized job titles: 

• SFPUC Emergency Planning & Security Staff: 
o 0931 Director of Security 
o 0932 Emergency Planning Director 
o 1844 Senior Management Assistant 
o 1820 Jr. Admin Analyst 
o 1054 Principal IS Business Analyst; 

• SF Sheriff Dept. Personnel at SFPUC Headquarters: 



  

 

o 8304 Deputy Sheriff 
o 8300 Sheriff Cadet 

• SFPUC Staff at City Distribution Division, Water Supply 
and Treatment Division, and WasteWater Enterprise: 

o 7120 Building and Grounds Supt. 
o 7343 Senior Stationary Engineer 
o 7245 Chief Stationary Engineer 
o 7372 Stationary Engineer, Sewage Plant 
o 7334 Stationary Engineer 
o 0933 Programs & Maintenance Manager 
o 1406 Senior Clerk; 
o 1844 Senior Management Assistant; 

• SFPUC Staff at Hetch Hetchy Facility in Mocassin: 
o 7364 Power System Operator 
o 5602 Utility Specialist 
o Contractor 

Additionally, 85 cameras have been added in the last year by the 
department. 

Recreation and 
Parks 

The department requested that job classification numbers 1050, 
1090, and 1820 be removed. The department provided an 
updated list of authorized job titles: 

• Chief Park Ranger (0951) 

• Deputy Chief Park Ranger (0922) 

• Head Park Ranger (8210), Park Ranger (8208) 

• Communications Dispatcher 1 (1704) 

Technology Three cameras were replaced due to reaching end of life. 

War Memorial The department reported an updated list of authorized job titles. 
The current list adds the managing director and assistant 
managing director authorized job titles: 

• 8207 - Building and Grounds Patrol Officers 

• 8211 - Supervisor Building and Grounds Patrol Officer 

• 0922 - Director of Security 

• 1093 - IT Manager 

• 1844 - Facilities Administrator 

• 0962 - Managing Director 

• 0952 - Assistant Managing Director 

Additionally, the department updated software, replaced camera 
sensor lenses, and replaced a camera which reached end of life. 

 

 

 

 

 

 



  

 

Reports containing violations or complaints 

No department reported violations of any policy or complaints about any policy. 


